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2.1
RS232 — RF RE
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RS232 R$485
9600~115200hit/s
13.56MHZ

106kbit/s

DC5V+ 5%

200mw

0° C~50° C

30%~95%

200

3 API

3.1

rfreader

Install.log
Unwise.exe
Demo\ DemoRF.exe WINDOWS
\ mwrf32.dlI WINDOWS 32
Driver\Foxpro.dos\ FOXPRO FOR DOS
Driver\Linux\ Linux
Driver\Unix\ Unix
Driver\Windows\ Windows
Examples\ VC VB DELPHI,Linux,Pb5,Unix,Vfp

3.2

1 rf_init()
2 rf_load_key()
3 rf_card() rf_request() anticoll() select()

4 rf_anthetication()

7 rf_halt()
8 rf_exit()

9 ML rf_init_ml() rf _decrement mi() rf _readva ml
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4.1

RF API

:\Examples\

Flow Diagram of the Operationson RF series

rf_init()

A

A
A 4

A 4

A

A

A 4

A 4

rf_exit()

Windows

int
int
int
int
int

int
int

Unix

usb_init();
rf_init(int port,long baud);
rf_exit(int icdev);

16

ASCII

rf_decrypt(char *key,unsigned char * ptrSource,unsigned int msglen, char * ptrDest);
rf_encrypt(char *key,unsigned char * ptrSource, unsigned int msgL en,unsigned char

*ptrDest);

hex_a(unsigned char * hex,char *a,unsigned char length);
a_hex(char *a,unsigned char * hex,unsigned char len);
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int rf_init(char * FileName,long baud);

short rf_exit(int icdev);

short rf_encrypt( char *key,char * ptrSource, unsigned short msgLen, char * ptrDest);
short rf_decrypt( char *key,char * ptrSource, unsigned short msgLen, char * ptrDest);

Linux
int rf_init(char *filename,unsigned long baud);
int rf_exit(int icdev);
int rf_encrypt( char *key,char * ptrSource, unsigned long msgL en, char * ptrDest);
int rf_decrypt( char *key,char * ptrSource, unsigned long msgL en, char * ptrDest);

EEPROM
Windows
int rf_beep(HANDLE icdev,unsigned short _Msec);
int rf _get_status.(HAN DLE icdev,unsigned char *_Status);
int rf_srd _snr(HANDLE icdev,__int16 lenth,unsigned char *rec_buffer);

int lib_ver(unsigned char *str_ver);

LED

int rf_setbright(HANDLE icdev,unsigned char bright);

int rf_ctl_mode(HANDLE icdev,unsigned char mode);

int rf_disp_mode(HANDLE icdev,unsigned char mode);

int rf_disp8(HANDLE icdev,__int16 disp_len,unsigned char* disp_str);
int rf_disp(HANDLE icdev,unsigned char pt_mode,unsigned short digit);
int rf_gettime(HANDLE icdev,unsigned char *time);

int rf_settime(HANDLE icdev,unsigned char *time);

int rf_gettimehex(HANDLE icdev,char *time);

int rf_settimehex(HANDLE icdev,char *time);

EEPROM /
int rf_srd _eeprom(HANDLE icdev,__int16 offset, _int16 lenth,unsigned char
*rec_buffer);
int rf_swr_eeprom(HANDLE icdev,__int16 offset, _int16 lenth,unsigned char*
send_buffer);

Unix

short rf_reset(int icdev,unsigned short _Msec);

short rf_beep(int icdev,unsigned short _Msec);

short rf_get_status(int icdev,unsigned char * _Status);

short rf_srd_snr(int icdev,short lenth,unsigned char *rec_buffer);
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4.3

short lib_ver(unsigned char *str_ver);

short rf_setbright(int icdev,unsigned char bright);

short rf_ctl_mode(int icdev,unsigned char mode);

short rf_disp_mode(int icdev,unsigned char mode);

short rf_disp8(int icdev,short disp_len,unsigned char* disp_str);

short rf_disp(int icdev,unsigned char pt_mode,unsigned short digit);

short rf_gettime(int icdev,unsigned char *time);

short rf_gettimehex(int icdev,char *time);

short rf_settime(int icdev,unsigned char *time);

short rf_settimehex(int icdev,char *time);

short rf_srd_eeprom(int icdev,short offset,short lenth,unsigned char *rec_buffer);
short rf_swr_eeprom(int icdev,short offset,short lenth,unsigned char* send_buffer);

Linux

int rf_reset(int icdev,unsigned int _Msec);

int rf_beep(int icdev,unsigned short _Msec);

int rf_get_status(int icdev,unsigned char * _Status);

int rf_srd_snr(int icdev,int lenth,unsigned char *rec_buffer);

int lib_ver(unsigned char *str_ver);

int rf_setbright(int icdev,unsigned char bright);

int rf_ctl_mode(int icdev,unsigned char mode);

int rf_disp_mode(int icdev,unsigned char mode);

int rf_disp8(int icdev,int disp_len,unsigned char* disp_str);

int rf_disp(int icdev,unsigned char pt_mode,unsigned short digit);

int rf_gettime(int icdev,unsigned char *time);

int rf_gettimehex(int icdev,char *time);

int rf_settime(int icdev,unsigned char *time);

int rf_settimehex(int icdev,char *time);

int rf_srd_eeprom(int icdev,int offset,int lenth,unsigned char *rec_buffer);
int rf_swr_eeprom(int icdev,int offset,int lenth,unsigned char* send_buffer);

Windows

LED

int rf_setbright(HANDLE icdev,unsigned char bright);

int rf_ctl_mode(HANDLE icdev,unsigned char mode);

int rf_disp_mode(HANDLE icdev,unsigned char mode);

int rf_disp8(HANDLE icdev,__int16 disp_len,unsigned char* disp_str);
int rf_disp(HANDLE icdev,unsigned char pt_mode,unsigned short digit);
int rf_gettime(HANDLE icdev,unsigned char *time);

int rf_settime(HANDLE icdev,unsigned char *time);

int rf_gettimehex(HANDLE icdev,char *time);

int rf_settimehex(HANDLE icdev,char *time);
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4.4

4.5

Unix

short rf_setbright(int icdev,unsigned char bright);

short rf_ctl_mode(int icdev,unsigned char mode);

short rf_disp_mode(int icdev,unsigned char mode);

short rf_disp8(int icdev,short disp_len,unsigned char* disp_str);
short rf_disp(int icdev,unsigned char pt_mode,unsigned short digit);
short rf_gettime(int icdev,unsigned char *time);

short rf_gettimehex(int icdev,char *time);

short rf_settime(int icdev,unsigned char *time);

short rf_settimehex(int icdev,char *time);

Linux

int rf_setbright(int icdev,unsigned char bright);

int rf_ctl_mode(int icdev,unsigned char mode);

int rf_disp_mode(int icdev,unsigned char mode);

int rf_disp8(int icdev,int disp_len,unsigned char* disp_str);

int rf_disp(int icdev,unsigned char pt_mode,unsigned short digit);
int rf_gettime(int icdev,unsigned char *time);

int rf_gettimehex(int icdev,char *time);

int rf_settime(int icdev,unsigned char *time);

int rf_settimehex(int icdev,char *time);

RF

int rf reset (HANDLE icdev,unsigned _ int16 M sec);
: RF

icdev: rf_init()
_Msec: ( 0~ 500ms)
=0:
<>0:
st=rf_reset (icdev,60);

API

451 Mifare

Windows
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int rf_load key (int icdev,unsigned char _Mode,unsigned char _SecNr,unsigned char *_NKey);
int rf_load key_hex (int icdev,unsigned char _Mode,unsigned char _SecNr,char *_NKey);

Mifare

int rf_request(tHANDLE icdev,unsigned char _Mode,unsigned __int16 * TagType);

int rf_anticoll(HANDLE icdev,unsigned char _Bcnt,unsigned long * _Snr);

int rf_select(HANDLE icdev,unsigned long _Snr,unsigned char *_Size);

int rf_authentication(HANDLE icdev,unsigned char _Mode,unsigned char _SecNr);
int rf_authentication_2(HANDLE icdev,unsigned char _Mode,unsigned char KeyNr,unsigned char
Adr);

int rf_read(HANDLE icdev,unsigned char _Adr,unsigned char *_Data);

int rf_read hex(HANDLE icdev,unsigned char _Adr, char *_Data);

int rf_write(HANDLE icdev,unsigned char _Adr,unsigned char *_Data);

int rf_write_hex(HANDLE icdev,unsigned char _Adr,char *_Data);

int rf_increment(HANDLE icdev,unsigned char _Adr,unsigned long _Value);

int rf_decrement(HANDLE icdev,unsigned char _Adr,unsigned long _Value);

int rf_restore(HANDLE icdev,unsigned char _Adr);

int rf_transfer(HANDLE icdev,unsigned char _Adr);

int rf_initval(HANDLE icdev,unsigned char _Adr,unsigned long _Value);

int rf_readval(HANDLE icdev,unsigned char _Adr,unsigned long *_Value);

int rf_decrement_transfer(HANDLE icdev,unsigned char Adr, unsigned long _Value);
int rf_halt(HANDLE icdev);

int rf_cardHANDLE icdev,unsigned char _Mode,unsigned long *_Snr);

int  rf_changeb3(HANDLE icdev,unsigned char _SecNr,unsigned char *_KeyA,unsigned char
_BO,unsigned char _Bl,unsigned char _B2,unsigned char _B3,unsigned char _Bk,unsigned char
*_KeyB);

int  rf_check_write(HANDLE icdev,unsigned long Snr,unsigned char authmode,unsigned char
Adr,unsigned char * _data);

int rf_check_writehex(HANDLE icdev,unsigned long Snr,unsigned char authmode,unsigned char Adr,
char * _data);

int rf_HL_authentication(HANDLE icdev,unsigned char regmode,unsigned long snr,unsigned char
authmode,unsigned char secnr);

int rf_HL_decrement(HANDLE icdev,unsigned char _Modeunsigned char _SecNr,unsigned long
_Vaue,unsigned long _Snr,unsigned long *_NValue,unsigned long * _NSnr);

int rf_HL_increment(HANDLE icdev,unsigned char _Modeunsigned char _SecNr,unsigned long
_Vaue,unsigned long _Snr,unsigned long *_NValue,unsigned long * _NSnr);

int rf_HL_write(HANDLE icdev,unsigned char _Modeunsigned char _Adr,unsigned long
*_Snr,unsigned char *_Data);

int rf_HL_writehex(HANDLE icdev,unsigned char _Mode,unsigned char _Adr,unsigned long *_Snr,
char *_Data);
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int rf_HL_read(HANDLE icdev,unsigned char _Mode,unsigned char _Adr,unsigned long _Snr,unsigned
char *_Data,unsigned long *_NShr);

int rf_HL_readhex(HANDLE icdev,unsigned char _Mode,unsigned char _Adr,unsigned long _Snr, char
* Data,unsigned long *_NSnr);

int rf_HL_initval(HANDLE icdev,unsigned char _Modeunsigned char _SecNr,unsigned long
_Vaue,unsigned long * _Snr);

Unix :

short rf_request(int icdev,unsigned char _Mode,unsigned short * TagType);
short rf_anticoll(int icdev,unsigned char _Bcnt,unsigned long *_Snr);

short rf_select(int icdev,unsigned long _Snr,unsigned char *_Size);

short rf_authentication(int icdev,unsigned char _Mode,unsigned char _SecNr);
short rf_authentication_2(int icdev,unsigned char _Mode,unsigned char KeyNr,unsigned char Adr);
short rf_read(int icdev,unsigned char _Adr,unsigned char * _Data);

short rf_read hex(int icdev,unsigned char _Adr,char *_Data);

short rf_write(int icdev,unsigned char _Adr,unsigned char *_Data);

short rf_write_hex(int icdev,unsigned char _Adr,char *_Data);

short rf_initval(int icdev,unsigned char _Adr,unsigned long _Value);

short rf_increment(int icdev,unsigned char _Adr,unsigned long _Value);

short  rf_decrement(int icdev,unsigned char _Adr,unsigned long _Value);

short rf_readval(int icdev,unsigned char _Adr,unsigned long *_Value);

short rf_decrement_transfer(int icdev,unsigned char Adr,unsigned long _Value);
short rf_transfer(int icdev,unsigned char _Adr);

short rf_restore(int icdev,unsigned char _Adr);

short rf_halt(int icdev);

short rf_card(int icdev,unsigned char _Mode,unsigned long *_Snr);

short  rf_check_write(int icdev,unsigned long Snr,unsigned char authmode,unsigned char Adr,unsigned
char * _data);

short  rf_check_writehex(int icdev,unsigned long Snr,unsigned char authmode,unsigned char
Adr,unsigned char * _data);

short  rf_changeb3(int icdev,unsigned char _SecNr,unsigned char *_KeyA ,unsigned char _BO,unsigned
char _B1,unsigned char _B2,unsigned char _B3,unsigned char _Bk,unsigned char *_KeyB);

short  rf_HL_authentication(int icdev,unsigned char regmode,unsigned long snrunsigned char
authmode,unsigned char secnr);

short rf_HL_decrement(int icdev,unsigned char _Mode,unsigned char _SecNr,

unsigned long _Value,unsigned long _Snr,unsigned

long *_NValue, unsigned long * _NSnr);

short  rf_HL_increment(int icdev,unsigned char _Modeunsigned char _SecNr,unsigned long
_Vaue,unsigned long _Snr,unsigned long *_NValue, unsigned long * _NSnr);

short rf_HL_write(int icdev,unsigned char _Maode,unsigned char _Adr,unsigned long *_Snr,unsigned
char *_Data);

short rf_HL_writehex(int icdev,unsigned char _Modeunsigned char _Adr,unsigned long
*_Snr,unsigned char *_Data);

short rf_HL_read(int icdev,unsigned char _Mode,unsigned char _Adr,unsigned long _Snr,unsigned
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char *_Data,unsigned long *_NShr);

short rf_HL_readhex(int icdev,unsigned char _Mode,unsigned char _Adr,unsigned long _Snr,unsigned
char *_Data,unsigned long *_NShr);

short rf_HL_initval(int icdev,unsigned char _Modeunsigned char _SecNr,unsigned long
_Vaue,unsigned long * _Snr);

short rf_get_snr(int icdev,unsigned char *_Snr);

Linux

int rf_request(int icdev,unsigned char _Mode,unsigned int * TagType);

int rf_anticoll(int icdev,unsigned char _Bcnt,unsigned long * _Snr);

int rf_select(int icdev,unsigned long _Snr,unsigned char *_Size);

int rf_authentication(int icdev,unsigned char _Mode,unsigned char _SecNr);
int rf_authentication_2(int icdev,unsigned char _Mode,unsigned char KeyNr,
unsigned char Adr);

int rf_read(int icdev,unsigned char _Adr,unsigned char *_Data);

int rf_read hex(int icdev,unsigned char _Adr,char *_Data);

int rf_write(int icdev,unsigned char _Adr,unsigned char *_Data);

int rf_write_hex(int icdev,unsigned char _Adr,char *_Data);

int rf_initval(int icdev,unsigned char _Adr,unsigned long _Value);

int rf_increment(int icdev,unsigned char _Adr,unsigned long _Value);

int rf_decrement(int icdev,unsigned char _Adr,unsigned long _Value);

int rf_readval(int icdev,unsigned char _Adr,unsigned long *_Value);

int rf_transfer(int icdev,unsigned char _Adr);

int rf_restore(int icdev,unsigned char _Adr);

int rf_decrement_transfer(int icdev,unsigned char Adr,unsigned long _Value);
int rf_halt(int icdev);

int rf_card(int icdev,unsigned char _Mode,unsigned long * _Snr);

int rf_check_write(int icdev,unsigned long Snr,unsigned char authmode,unsigned char Adr,unsigned char
* _data);

int rf_check_writehex(int icdev,unsigned long Snr,unsigned char authmode,unsigned char Adr,unsigned
char * _data);

int rf_changeb3(int icdev,unsigned char _SecNr,unsigned char *_KeyA ,unsigned

char _BO,unsigned char _B1,unsigned char _B2,unsigned char _B3,

unsigned char _Bk,unsigned char *_KeyB);

int rf_HL_authentication(int icdev,unsigned char regmodeunsigned long snrunsigned char
authmode,unsigned char secnr);

int rf_HL_decrement(int icdev,unsigned char _Modeunsigned char _SecNr,unsigned long
_Vaue,unsigned long _Snr,unsigned long *_NValue,unsigned long * _NSnr);

int rf_HL_increment(int icdev,unsigned char _Modeunsigned char _SecNr,unsigned long
_Vaue,unsigned long _Snr,unsigned long *_NValue,unsigned long * _NSnr);

int rf_HL_write(int icdev,unsigned char _Mode,unsigned char _Adr,unsigned long * _Snr,unsigned char
* Data);

int rf_HL_writehex(int icdev,unsigned char _Mode,unsigned char _Adr,unsigned long *_Snr,unsigned
char *_Data);
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int rf_HL_read(int icdev,unsigned char _Mode,unsigned char _Adr,unsigned long _Snr,unsigned char
* Data,unsigned long *_NSnr);

int rf_HL_readhex(int icdev,unsigned char _Mode,unsigned char _Adr,unsigned long _Snr,unsigned
char *_Data,unsigned long *_NShr);

int rf_HL_initval(int icdev,unsigned char _Mode,unsigned char _SecNr,unsigned long _Value,unsigned
long *_Snr);

int rf_get_snr(int icdev,unsigned char *_Snr);
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D

2)

3)

4)

5)

int usb_init();
USB

HANDLE icdev;
icdev=usb_init();

int rf_init(int port,long baud);
: PC
ID
port: 0 3
Baud: baudrate
>0
<0:

(9600 115200)
(=0

int icdev;

icdev=rf_init(1,115200);// 1115200, zcom2
int rf_exit(int icdev);

PC

icdev: rf_init()
=0
<>0:

int st;
st=rf_exit(icdev);

int rf_encrypt(char *key,unsigned char *ptr Source, unsigned int msgL en,
unsigned char *ptrDest);
: DES

Key: 8

ptrsource: , 8

msglen: 8

ptrdest:

=0

<>0:

/I “12345678" “abcdefghabedefgh”

st=rf_encrypt(*1234567",” abcdefghabcdefgh”,16,ptrdest);

int rf _decrypt(char *key,unsigned char *ptrSourceunsigned

int msglen, char
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*ptrDest);
: DES

key:
ptrsource:
msglen:
ptrdest:
=0:

<>0:

/[ *12345678"

6) int hex_a(unsigned char *hex,char *a,unsigned char length);

16 ASCII
hex: 16

a ASCII
length: 16

=0

<>0

“ abcdefghabcdefgh”
st=rf_decrypt(*1234567",” abcdefghabcdefgh”,16,ptrdest);

7) int a hex(char *a,unsigned char *hex,unsigned char len);

ASCII 16
a: ASCII

hex: 16
length:  ASCII

=0

<>0

1) int rf reset(HANDLE icdev,unsigned _int16 M sec);

(
icdev: rf_init()
_Msec: 0 500
=0:
<>0:

st=rf_reset(icdev,60);

)

2) int rf _beep(HANDLE icdev,unsigned short M sec);
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3)

4)

5)

6)

icdev: rf_init()
_Msec:

=0

<>0:
st=rf_beep(icdev,10); //

10

int rf get statustHANDLE icdev,unsigned char * Satus);

icdev: rf_init()
_Status:
=0:
<>0:
int st;
unsigned char status[19];

18

st=rf_get_status(icdev,status);

int rf_srd _snr(HANDLE icdev, int16 lenth,unsigned char *rec_buffer);

icdev: rf_init()
length:

receive buffer:
=0:

<>0:

16

unsigned char receive_buffer[17];
st=rf_srd_snr(icdev,16,receive_buffer);

18

int lib_ver(unsigned char *str_ver);
: API
strver: AP
=0:
<>0:

unsigned char str_ver[19];

st=lib_ver(str_ver);

int rf srd eeprom(HANDLE icdev, int16 offset, intl6 length, unsigned char
*rec_buffer);

eeprom

icdev: rf_init()

offset: (0-383)

length: (1-384)

recv_buffer:

Page 17 of 69



RF IC API
=0
<>0:
unsigned char Send_buffer[385];
st=rf_srd_eeprom(icdev,0,384,send_buffer);

7) int  rf_swr_eeprom(HANDLE icdev, intl6 offset, int16 length,unsigned char
*send_buffer);

eeprom

icdev: rf_init()

offset: (0-383)

length: (1-384)
send_buffer: eeprom

=0
<>0:

unsigned char Send_buffer[384];
st=rf_srd_eeprom(icdev,0,384,send_buffer);

1) int rf_setbright(HANDLE icdev,unsigned char bright);
: LED

icdev: rf_init()

bright: 0-15

=0:

<>0:

int bright=7;
st=rf_setbright(icdev,bright);

2) int rf_ctl_mode(HANDLE icdev,unsigned char mode);

LED
icdev: rf_init()
mode: O PC
1 ( )
=0:
<>0:

int mode=0; /[ PC
st=rf_ctl_mode(icdev,mode);

3) int rf _disp_mode(HANDLE icdev,unsigned char mode);
: LED rf_ctl_ mode
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1 111

icdev: rf_init()
mode: 0

int mode=1, //display time
st=rf_disp_mode(icdev,made);

4) int rf _disp8(HANDLE icdev, int16 disp_len,unsigned char disp_str);
LED rf_ctl_mode “ o

icdev:  rf_init()
disp_len: , 8
disp_str:

1
LED 16
16
B7 B6 ‘BS ‘84 ‘BB ‘BZ‘Bl‘BO
1:
Ox7f,
=0:
<>0:
/ILED :1.234567

unsigned char disp_str[]={ Ox7f,0x81,0x02,0x03,0x04,0x05,0x06,0x07} ;
st=rf_disp8(icdev,8,disp_str);

5) int rf_disp(HANDLE icdev,unsigned char pt_mode,unsigned short digit);
: LED PC

icdev: rf_init()
pt_mode:

A W NP, O

digit: , 0-9999
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=0:

<>0:
int st;

st=rf_disp(icdev,0,1234); [* 1234*/
st=rf_disp(icdev,1,1234); [* 1234.*/
st=rf_disp(icdev,2,1234); [* 123.4%/

6) int rf_gettime(HANDLE icdev,unsigned char *time);

icdev: rf_init()
receive data , 7
receive_datg[Q]:
receive_data[1]:
receive_datg[2]:
receive_data[3]:
receive_data[4]:
receive_data[5]:
receive_datg[6]:
=0:
<>0:
int st;
unsigned char datetime[8];
st=rf_gettime(icdev,datetime);
/ldatetime =" 0x99,0x04,0x05,0x20,0x13,0x30,0x 10"
/1999, Thursday, May 20, 13:30:10

7) int rf_settime(HANDLE icdev,unsigned char *time);

icdev: rf_init()
time:
time[0]:
time[1]:
time[2]:
time[ 3]:
time[4]:
time[5]:
time]6]:
=0:
<>0:
1 17/06/99 12:34:56,
unsigned char datg[8];

data 0]=0x99;data] 1]=0x1;data] 2] =0x6;data] 3] =0x17;
data[4]=0x12;data] 5]=0x34;data] 6] =0x56;
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8) int

9) int

1

st=rf_settime(icdev,data);

rf_gettimehex(HANDLE icdev,char *time);

(16
icdev: rf_init()
receive data 14
=0:
<>0:
char datg[15];

st=rf_gettimehex(icdev,data);

rf_settimehex(HANDLE icdev,char *time);
16

icdev: rf_init()
time:
=0:
<>0:

17/06/99, 12:34:56,
char data] 14]="99010617123456";
st=rf_settimehex(icdev,data);
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8. Mifare

8.1 Mifare

A 4

i_/;\___________

IDLE/ALL

A

A 4

A

8.2 Mifare Standard 1K

Mifare Standard 1K
Standard 1K”

“ Mifare
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8.2.1 Mifare Standard 1K

POWER OFF
state

Power On Reset

\
IDLE state
Y

H

Request IDLE/ALL

Anticollision
READY state

ACTIVE state
Request All Application

HALT state
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8.2.2 Mifare Standard 1K API

rf_request
IDLE ALL

A

A 4

rf_request
IDLE

|

|4

v

rf_anticoll
rf_select

N

v

rf_authentication

rf_initval
rf_increment
rf_decrement

le

\ 4

rf_read
rf write

Mifare std 1K API
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8.2.3

Mifare

int rf_load key(HANDLE icdev,unsigned char _Mode,unsigned char

_SecNr,unsigned char * NKey);
16

0~15 (KEYA  KEY B)

icdev: rf_init()
_Mode:
0—KEYA
4—KEY B
_SecNr: (0 15)
_Nkey: 6

<>0:

1 1 0 keyA “alala?a3adab’
unsigned char key[6]= { Oxa0,0xal,0xa2,0xa3,0xa4,0xa5 }
st=rf_load_key(icdev,0,1,key);

int rf load key hex(HANDLE icdev,unsigned char _Modeunsigned char _SecNr,char

*_NKey);
rf_load _key

icdev: rf_init()
_Mode:
0—KEYA
4—KEY B
_SecNr: (0 15)
_Nkey: 6
=0:
<>0:
1 1 0 keyA “alala?a3adab’
char key[ ]=“alala2a3adas’;

st=rf_load_key hex(icdev,0,1,key);

8.23.1

(1) int  rf_request(HANDLE icdev,unsigned char _Modeunsigned _ intl6
*TagType);
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icdev: rf_init()
_Mode: :
0 IDLE mode, IDLE

1 ALL mode, IDLE HALT

Tagtype: (Mifare std. 1k: 0x0004, UltraLight: 0x0044,
FMO005: 0x0005, Mifare std. 4k: 0x0002, SHC1122: 0x3300)
=0:
<>0:

unsigned char Mode=0;
unsigned int tagtype;
st=rf_request(icdev,Mode,& tagtype);

(2) int rf_anticolHANDLE icdev,unsigned char _Bcnt,unsigned long
*_Snr);
MIFARE
rf select

icdev: rf_init()

_Bent: bent=0.
_Snr:

=0:

<>0:

int st;

unsigned long snr;

st=rf_anticoll(icdev,0,& snr);

(3) int rf_select(HANDLE icdev,unsigned long _Snr,unsigned char *_Size);
: PC

icdev: rf_init()
Snr:

_Size:
=0
<>0:
int st;
unsigned long snr=239474;
unsigned char size;

st=rf_select(icdev,snr,& size);

(4) int rf_authentication(HANDLE icdev,unsigned char _Modeunsigned char
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_SecNr);
: (0~15)
rf_load_key
icdev: rf_init()
_Mode:
0— KEYA
4— KEY B
_SecNr: (0~15)
=0:
<>0:
int st;
//authentication the 5th sector whit the 0™ key A
st=rf_authentication(icdev,0,5);
(5)int rf_authentication_ 2(HANDLE icdev,unsigned char _Mode,
unsigned char KeyNr,unsigned char Adr);
: (0~15)
rf_load_key
15
icdev: rf_init()
_Mode:
0— KEYA
4— KEY B
KeyNr: (0~15)
Adr:
=0
<>0:
0 KEY A 2
int st;
st=rf_authentication_2(icdev,1,0,2);
(6)int rf_read(HANDLE icdev,unsigned char _Adr,unsigned char *_Data);

16

icdev: rf_init()

_Adr: (0~63)
_Data: PC RAM
=0:

<>0:
int st;

unsigned char data[ 16]

st=rf_read(icdev,1,data);
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(7 int

rf read_hex(HANDLE icdev,unsigned char _Adr, char *_Data);

16 16

icdev: rf_init()
_Adr:
_Data:
=0:
<>0:
int st;
unsigned char date[32];
/Iread data from block 1
st=rf_read_hex(icdev,1,data);

, 0~63

rf write(HANDLE icdev,unsigned char _Adr,unsigned char

(8) int
* Data);
16

icdev: rf_init()
_Adr: (1~63)
_Data , 16
=0:
<>0:
int st;
unsigned char data] 16]={ 0x00,0x11,0x22,0x33,0x44,0x55,0x66,0x 77,
0x88,0x88,0x77,0x66,0x55,0x44,0x33,0x22,0x11} ;

st=rf_write(icdev,1,data); // 1

(9)int rf write hex(HANDLE icdev,unsigned char _Adr,char *_Data);

icdev: rf_init()
_Adr: (1~63)
_Data: , 32
=0:
<>0:
int st;
unsigned char data] 32]="ala2al3adababaralala?a3adababaral”;

st=rf_write_hex(icdev,1,data); //write block 1

rf_initval(HANDLE icdev,unsigned char _Adr,unsigned long

(10) int
_Value);

icdev: rf_init()
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_Adr:
_Value:
=0:
<>0:
int st;
unsigned long value=1000;
st=rf_initva(icdev,1,vaue);

(12) int  rf_increment(HANDLE icdev,unsigned char _Adr,unsigned long
_Value);

icdev: rf_init()
_Adr:
_Value:
=0
<>(:
int st;
unsigned long value=2;
st=rf_increment(icdev,1,value);

(12) int rf_decrement(HANDLE icdev,unsigned char _Adr,unsigned long Value);

icdev: rf_init()
_Adr:
_Value:
=0:
<>0:
int st;
unsigned long value=2;
st=rf_decrement(icdev,1,value);

(13)int rf _readval(HANDLE icdev,unsigned char _Adr,unsigned long
* Value);

icdev: rf_init()
_Adr:
_Value:
=0
<>0:
int st;
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unsigned long value;
/Iread the content and putin value
st=rf_readval(icdev,1,& value);

(14) int rf_restore(HANDLE icdev,unsigned char _Adr);

icdev: rf_init()
_Adr:
=0:
<>0:
int st;
st=rf_restore(icdev,1);

rf_transfer()

(15) int rf_transfer(HANDLE icdev,unsigned char _Adr);
increment, decrement restore

icdev: rf_init()
_Adr:
=0:
<>0:
int st;
st=rf_transfer(icdev,1);

(16) int rf_decrement_transfer(HANDLE icdev,unsigned char Adr,
unsigned long _Value);

icdev: rf_init()
_Adr:
_Value:
=0:
<>0:
int st;
unsigned long value=2;
st=rf_decrement_transfer(icdev,1,value);

(17)int rf_halt(HANDLE icdev);
: “ Halt” ALL
request
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icdev: rf_init()
=0:
<>0:
st=rf_halt(icdev);
rf_card() 0
rf_halt()

8.2.3.2

(1) int rf_card(HANDLE icdev,unsigned char _Mode,unsigned long
*_Snr);

rf_request, rf_anticoll
rf_select

icdev: rf_init()
_Mode:
0: IDLE
1. ALL
_Snr:
=0:
<>0:
int st;
unsigned char Mode=0; //IDLE mode
unsigned long snr;

st=rf_card(icdev,Mode,& snr);

rf_card() :rf_request(),rf_select() rf_anticoll()
IDLE rf_halt
ALL rf_halt

(2) int rf_changeb3(HANDLE icdev,unsigned char _SecNr,unsigned
char *_KeyA,unsigned char _BO,unsigned char _B1,unsigned
char _B2,unsigned char _B3,unsigned char _Bk,unsigned
char *_KeyB);

KeyA, KeyB.

icdev: rf_init()
_SecNr:
_KeyA: key A
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_BoO: 0 D2D1D0 C10,C20,C30.
B 1 D2D1D0 Cl11,C21,C31
_B2: 2 D2D1D0 C12,C22,C32
B3 3 D2D1D0 C13,C23,C33
_Bk: , 0.

_KeyB: keyB

=0:
<>0:

int st;
unsigned char keya] 6]={ Oxa0,0xal,0xa2,0xa3,0xa4,0xab} ;
unsigned char keyb[6]={ 0xb0,0xb1,0xb2,0xb3,0xb4,0xb5} ;
st=rf_changeb3(icdev,keya,0x04,0x04,0x04,0x04,0,keyb);

(3)int rf_check_write(HANDLE icdev,unsigned long Snr,unsigned
char authmode,unsigned char Adr,unsigned char * _data);
rf_write ()

icdev: rf_init()
Snr:
Authmode:
0 A
1 B
Adr:
_data:
=0:
<>0

unsigned char databuff[]={ 0x00,0x11,0x22,0x33,0x44,0x55,0x66,
0x77,0x88,0x88,0x77,0x66,0x55,0x44,0x33,0x22,0x 11} ;

unsigned char authmode=0;

st=rf_write(icdev,4,databuff); // 4

1 4

st=rf_check_write(icdev,authmode,4,databuff);

(4)int rf_check_writehex(HANDLE icdev,unsigned long Snr,unsigned
char authmode,unsigned char Adr, char * _data);
rf_check_write () 16

icdev: rf_init()
Snr:
Authmode;
Adr:

_data:

<>0:
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unsigned char data[32]="00112233445566778899%aabbccddeeff”;
unsigned char authmode=0;

st=rf_write_hex(icdev,4,data);
st=rf_check_writehex(icdev,authmode,4,data);

(5) int  rf_HL_initval(HANDLE icdev,unsigned char _Modeunsigned char
_SecNr,unsigned long _Value,unsigned long *_Snr);

icdev: rf_init()
Mode:
0——IDLE
1—ALL ,
22—
_SecNr: 0 15
_Value
_Snr: 2
<>0:

‘request ALL IDLE
anticoll SEL=0
select
authentication
write DATA
write BACKUP
reed DATA
reed BACKUP
compare
halt

unsigned long snr;

st=rf_HL _initval (icdev,0x0,3,100L ,& snr);

(6) int rf HL decrement(HANDLE icdev,unsigned char _Mode,unsigned char
_SecNr,unsigned long _Valueunsigned long _Snr,unsigned long
* NValue,unsigned long * _NSnr);

icdev: rf_init()
_NValue
rf_hl_initval ()

=0:
<>0:

‘request ALL IDLE
anticoll SEL=0
select
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@ int

8 int

_Adr,unsigned long *_Snr,unsigned char *_Data);

authentication

read DATA

reed BACKUP

compare

decrement DATA

transfer BACKUP

restore  BACKUP

transfer DATA

halt

unsigned long Snr,Nvalue,NShr;
st=rf_HL_decrement(icdev,0,2,1,5nr,& Nvalue,& NSnr);

rf HL increment(HANDLE icdev,unsigned char _Modeunsigned char
_SecNr,unsigned long _Valueunsigned long _Snr,unsigned long
* NValue,unsigned long * _NSnr);
( )

_Nvalue: rf_init()
rf_hl_initval ()
=0:
<>0:
‘request ALL IDLE
anticoll SEL=0
select
authentication
read DATA
read BACKUP
compare
increment DATA
transfer BACKUP
restore BACKUP
transfer DATA
halt
unsigned char Snr,Nvalue,NSnr;
st=rf_HL_increment(icdev,0,2,1,Snr,& Nvalue,& NSnr);

rf HL write(HANDLE icdev,unsigned char _Modeunsigned char

1 16
icdev: rf_init()
_Mode: rf_HL_initva ()
_Adr:
Snr: 2
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_Data: ( 16 )
=0:

<>0:

‘request ALL IDLE

anticoll SEL=0

select

authentication

write _Adr

read _Adr

halt

unsigned long Snr;
unsigned char data] 16]="f1f2f 3f4f5f6f 7f8";
st=rf_HL_write(icdev,0,3,& Snr,data);

(9) int rf HL writehex(HANDLE icdev,unsigned char _Modeunsigned char
_Adr,unsigned long *_Snr, char *_Data);
.16

=0
<>0:

unsigned char data[32]="f1f2f 3f4f5f6f 7 8f 1f 2f f4f 5f6f 78" ;

unsigned long Snr;

st=rf_HL_writehex(icdev,0,3,& Snr,data);

(10) int rf HL read(HANDLE icdev,unsigned char _Modeunsigned char
_Adr,unsigned long _Snr,unsigned char *_Data,unsigned long * _NSnr);
: 1 16

icdev: rf_init()

_Mode: rf_HL_initva ()

_Adr:

_Shr: 2
_Data: ( 16 )
_NShr:
=0:
<>0:

‘request ALL IDLE

anticoll SEL=0

select

authentication

read _Adr

read (BACKUP)
compare

halt

unsigned long Snr,NSnr;
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(11) int

(12) int

mifare

unsigned char datg[16];
st=rf_HL_read(icdev,0,3,Snr,data,& NSnr);

rf HL readhex(HANDLE icdev,unsigned char _Modeunsigned char
_Adr,unsigned long _Snr, char *_Data,unsigned long * _NSnr);
16
=0
<>0:
unsigned char data[32];
unsigned long Snr,NSnr;
st=rf_HL_readhex(icdev,0,3,5nr,data,& NSnr);

rf HL authentication(HANDLE icdev,unsigned char regmode,
unsigned long snr,unsigned char authmode,unsigned char secnr);

( rf_card() rf_authentication() )
icdev: rf_init()
regmode: rf_HL_initval ()
snr: 2
authmode:

0— A

4— B
secnr: 0 15
=0:
<>0
/[ IDLE

unsigned long snr;
st=rf_HL_authentication(icdev,0,snr,0,3);
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8.3 Mifare Sandard 4K

Mifare Standard 4K Mifare Standard 4K

8.3.1

POWER OFF
state

Power On Reset

A

4
IDLE state

Request IDLE/ALL

Anticollision

READY state

Select

ACTIVE state
Request All Application

HALT state
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8.3.2

v

Power On Reset

v

AUTHENTICTION

Request Request [ 1
IDLE ALL Read Write
Anticoll
v A ) 4 \ 4 \ A 4
Read D t| |1 t| | Rest Initval
Value ecremen ncremen estore nitval
Select ¢
Transfer
Card
Application

Flow Diagram of Card
Application
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8.3.3

A 4

<&
<

rf_request ¥
IDLE ALL rf_request
IDLE
le |
v
rf_anticoll
rf_select

L

<= 15: rf_authentication
> 15: rf_authentication_2

rf_load_key
16 39
16

rf_initval
rf_increment
rf_decrement

rf_read

rf_write

Mifare std 4K API
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8.3.3.1
(1) int  rf_request(HANDLE icdev,unsigned char _Modeunsigned _ intl6
*TagType);

icdev rf_init()

_Mode
0 IDLE mode, IDLE

1 ALL mode, IDLE HALT

(Mifare std. 1k: 0x0004, UltraLight: 0x0044, FM0O5:
0x0005, Mifare std. 4k: 0x0002, SHC1122: 0x3300)
=0:
<>0:
#define IDLE 0x00
int st;

unsigned int *tagtype;
st=rf_request(icdev,|DLE,tagtype);

Tagtype

IDLE rf halt()
ALL , rf halt() ,
(2) int rf_anticolHANDLE icdev,unsigned char Bcnt,unsigned long
*_Snr);
MIFARE
rf select

icdev rf_init()

_Bent 0

_Snr

0

int st;

unsigned long snr;
st=rf _anticoll(icdev,0,é&snr);
request anticoll

(3) int rf_select(HANDLE icdev,unsigned long _Snr,unsigned char *_Size);
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icdev rf_init(Q)
_snr
_Size
0
int st;

@) int

unsigned long snr=239474;
unsigned char size;
st=rf_select(icdev,snr,& size);

rf_authentication(HANDLE icdev,unsigned char _Modeunsigned char

_SecNr);

icdev rf_init()

_Mode
0o— A
4 — B
SecNr 0 15
0

example int st;

/lauthentication the 5 sector whit the 0" key A
st=rf_authentication(icdev,0,5);

RF 16 16-39
rf_authentication_2()

(5) int

(6) int

rf_authentication_2(HANDLE icdev,unsigned char _Mode,
unsigned char KeyNr,unsigned char Adr);
. 0—15

icdev rf_init()

_Mode: rf_authentication
KeyNr: (0~15)
Adr: (0~39).
=0:
<>0:
int st;

[fauthentication with the 1th key A
st=rf_authentication_2(icdev,0,0,0);

rf read(HANDLE icdev,unsigned char _Adr,unsigned char *_Data);
, 16
icdev rf_init()
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Y T — 0 255
_Data

int st;
unsigned char data[17];
st=rf_read(icdev,4,data); // Ml 4

(7)int rf_read hex(HANDLE icdev,unsigned char _Adr, char *_Data);

icdev rf_initQ)

_Adr 0 255
_Data
: =0:
<>0:
int st;
unsigned char data[33];
1l 1

st=rf_read_hex(icdev,1,data);

(8)int rf_write(HANDLE icdev,unsigned char Adr,unsigned char *Data);
, 16

icdev rf_initQ)

_Adr M1 — 1 255
_Data 16
: =0:

<>0:
int st;

unsigned char data] 16]={ 0x00,0x11,0x22,0x33,0x44,0x55,0x66,0x77,
0x88,0x88,0x77,0x66,0x55,0x44,0x33,0x22,0x11} ;
st=rf_write(icdev,1,data); I 1

(9)int rf_write hex(HANDLE icdev,unsigned char _Adr,char *_Data);

icdev rf_init()
_Adr: (1~255)
_Data: , 32
=0:
<>0:

int st;
unsigned char data] 32]="ala2al3adababaralala?a3adababaral”;
st=rf_write_hex(icdev,1,data); I 1

(10) int rf_initval(HANDLE icdev,unsigned char _Adr,unsigned long
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_Value);

icdev rf_init()

_Adr
_Value
0
int st;
unsigned long value;
value=1000; /*  value */
st=rf_initval (icdev,1,value); /* 1 1000*/

(1) int  rf_increment(HANDLE icdev,unsigned char _Adr,unsigned long
_Value);

icdev rf_init()

_Adr
_Value
0
int st;
unsigned long value;
value=10;

(12) int rf_decrement(HANDLE icdev,unsigned char _Adr,unsigned long Value);

icdev rf_init()

_Adr
_Value
0
int st;
unsigned long value;
value=10;

st=rf_decrement(icdev,1,value);

(13)int rf _readval(HANDLE icdev,unsigned char _Adr,unsigned long
* Value);

icdev rf_init()
_Adr
_Value

int st;
unsigned long value;
st=rf_readval (icdev,1,&value); /* 1 value*/

(14) int rf_restore(HANDLE icdev,unsigned char _Adr);
EEPROM
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icdev rf_init()
_Adr
0
int st;

IDLE

8.3.3.2

st=rf _restore(icdev,1);
rf_transfer()

(15) int transfer (HANDLE icdev,unsigned char _Adr);
EEPROM rf_restore

icdev rf_ init()

_Adr

0
rf_restore(icdev,l);
rf_transfer(icdev,2);
1 2

16 int rf_halt(HANDLE icdev);

icdev rf_initQ)
0
st=rf_halt(icdev);
ALL

1 int rf _card(HANDLE icdev,unsigned char Mode,unsigned long
*9nr);

rf_request, rf_anticoll
rf_select
icdev rf_init(Q)
_Mode
0: IDLE
1. ALL
_Snr

int st;
unsigned long snr;
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st=rf _card(icdev,0,&snr);IDLE

rf_card() rf_request(),rf_select() and rf_anticoll()
IDLE rf_halt()
ALL , rf_halt() ,

2 int rf_changeb3(HANDLE icdev,unsigned char _SecNr,unsigned
char *_KeyA,unsigned char _BO,unsigned char _B1,unsigned
char _B2,unsigned char _B3,unsigned char _Bk,unsigned
char *_KeyB);
3
icdev rf_init()
_SecNr
_KeyA A
_BO 0 3 D2D1D0 C10 C20 C30
_B1 1 3 D2D1D0 C11 c21 c31
_B2 2 3 D2D1D0 C12 C22 C32
_B3 3 3 D2D1D0 C13 C23 (33
_Bk 0
_KeyB B

int st;

int st;
unsigned char keya] 6]={ Oxa0,0xal,0xa2,0xa3,0xa4,0xa5} ;
unsigned char keyb[6]={ 0xb0,0xb1,0xb2,0xb3,0xb4,0xb5} ;
st=rf_changeb3(icdev,keya,0x04,0x04,0x04,0x04,0,keyb);

8.34 Mifare 4K

4K 4K 4K 64
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8.4 Mifare UltraLight

Mifare UltraLight

8.4.1

Power On Reset

Request Standard

v

v

Mifare UltraLight

-

Request All

v

A

y

Anticollision Loop
(Get serial Number)

A

y

Select

card with SN

A 4

Read

Write

Halt

SN: serial number
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8.4.2 MifareUltraLight

ANTICOLLISION

SELECT
of Cascade level 1

HALT

READ
from address 0

READ

from address 0 SELECT

of Cascade level 2

WRITE ) READ
of 4 byte of 16 byte

Note:Not shown in this diagram: In each state the command interpreter returns to the Idle state if an
unexpected command is received.If the IC has already been in the Halt state vefore it returns to the

Halt state in such a case.
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8.4.3

»i
)

A 4

rf_request rf_request
IDLE ALL IDLE

»i
«

A

rf_anticoll
rf_select

\ 4
rf _read
rf_write

v

rf_halt

Mifare UltralLight API
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1) int rf request(HANDLE icdev,unsigned char _Modeunsigned _ intl6

*TagType);

icdev rf_init()

_Mode
0 IDLE mode, IDLE
1 ALL mode, IDLE HALT
Tagtype (Mifare std. 1k: 0x0004, UltraLight: 0x0044, FM0O5:
0x0005, Mifare std. 4k: 0x0002, SHC1122: 0x3300)
=0:
<>0:
#define IDLE 0x00

int st;

unsigned int *tagtype;
st=rf_request(icdev,|DLE,tagtype);

rf_anticoll(HANDLE icdev,unsigned char _Bcnt,unsigned long *_Snr);
MIFARE
rf_select

2) int

icdev rf_init()
_Bent 0
_Snr

int st;

unsigned long snr;

st=rf_anticoll(icdev,0,&snr);

request anticoll
3) int rf_select(HANDLE icdev,unsigned long _Snr,unsigned char *_Size);

icdev rf_init(Q)

_Snr

_Size

int st;
unsigned long snr=239474;
unsigned char size;
st=rf_select(icdev,snr,& size);

4) int rf_get_ snr(HANDLE icdev,unsigned char *_Snr);
UltralLight
icdev rf_init()
_Snr
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_Snr[0] 0
_Snr[6] 6
: =0:
<>0:
int st;

unsigned char _Snr[8];
st =rf_get_snr(icdev, _Snr);

5) int rf read(HANDLE icdev,unsigned char _Adr,unsigned char *_Data);

icdev rf_init()
_Adr: (0 15)

_Data:

=0:

<>0:

int st;
unsigned char data[17]
st=rf_read(icdev,1,data);

6) int rf_read_hex(HANDLE icdev,unsigned char _Adr, char *_Data);
rf_read

icdev rf_initQ)

_Adr: (0 15)
_Data:
=0:
<>0:
int st;
unsigned char date[32];
1 1

st=rf_read hex(icdev,1,data);

7) int rf write(HANDLE icdev,unsigned char _Adr,unsigned char *_Data);

16 4
4-15 ‘0
icdev rf_init()
_Adr
_Data 16 4 12
T
=0:
<>0:
int st;
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unsigned char datg[17];
memet(data, 0, 17);

memcpy(data, “\x11\x22\x33\x44");
st=rf_write(icdev,2,data); I

8) int

icdev rf_init()
_Adr
_Data: , 32
=0:
<>0:
int st;
unsigned char datg[33];
memset(data, 0, 33);
memcpy(data,"ala2a3a4”,8);
st=rf_write_hex(icdev,1,data); I 1

24

9) int rf _halt(HANDLE icdev);

rf_request ALL
icdev rf_ init()
; =0:
<>0:
st=rf_halt(icdev);

rf_write hex(HANDLE icdev,unsigned char _Adr,char *_Data);

“ On
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85 MifarePRO
MifarePRO CPU 1SO7816 T=0 T=1
1S014443-2 T=CL CPU
85.1

POWER OFF
state

Power On Reset
y

4
IDLE state

Request IDLE/ALL

Anticollision

READY state

Select

ACTIVE state
Request All Application

HALT state
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852

v

Power On Reset

Request Request
IDLE ALL

—

v

AUTHENTICTION

v

Anticoll

Card

Application

Select

Read

Write Is Value
block?

\ 4 \ 4 A4 A4 vY
Read Decrement| | Increment Restore Initval
Value

Transfer

Flow Diagram of Card
Application
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8.5.3

8.5.3.1

ATS
rf_pro_rst

A 4
COos
rf_pro_trn

v

HALT
rf_pro_halt
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8.5.3.2

1)

2)

3

rf request rf anticall rf_select M1

__int16 __stdcall rf_pro_rst(HANDLE icdev,unsigned char *_Data);

CPU
icdev rf_init()
_Data

int st;
unsigned char data[80];
st = rf_pro_rst(icdev,data);

__int16 rf_pro_trn(HANDLE icdev,unsigned char *problock,unsigned char

*recv);
CPU COS
icdev rf_init()
problock Cos
recv

int st;
memset(send,0,256);
memset(recv,0,256);

send[0] = O;
send[1] = O;
send[2] = O;

send[3] = 5;//
memcpy(&send[4], "\x00\x84\x00\x00\x08",5);//
st = rf_pro_trn(icdev,send,recv);

__int16 __stdcall rf_pro_halt(HANDLE icdev);

rf_request ALL
icdev rf_init()
0
int st;
st = rf_pro_halt(icdev);
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9 CPU SAM

9.1 CPU

1) __intl6 _ stdcall rf_cpu_rst(HANDLE icdev, unsigned char baud, unsigned char

*cpuack)
CPU
icdev rf_init()
baud 1 9600 2 19200 3 38400 4 76800 5 153600
cpuack
0
int st;

unsigned char rst_baud=1;
unsigned char data[80];
st=rf _cpu_rst(icdev,rst _baud,data);

2) __intl6__stdcall rf_cpu_trn(HANDLE icdev, unsigned char *cpublock,unsigned char

*recv)
CPU
icdev rf_initQ)
cpublock Cos
recv
0
int st;

static unsigned char pcbh=0;

unsigned char send[20],recv[32];

send[0]=0x00;

send[1]=pcb;

send[2]=0x05;

send[3]=0x00;

send[4]=0x84;

send[5]=0x00;

send[6]=0x00;

send[ 7]=0x08;

send[8]=0;

for(int i=0;i<8;i++)
send[8]=send[8]*send[i];

I

st =rf_cpu_trn(icdev,send,recv);

9.2 SAM

1) __intl6 _stdcall rf_sam_rst(HANDLE icdev, unsigned char baud, unsigned
char *samack)
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SAM
icdev rf_ init()
baud 1 9600 2 19200 3 38400 4 76800 5 153600
samack
0
int st;

2)

3)

unsigned char rst_baud=1;
unsigned char data[80];
st=rf_sam_rst(icdev,rst_baud,data);

__int16

SAM
icdev
sambl
recv

int st;

__stdcall

rf_init()
ock

rf_ sam_trn(HANDLE icdev, unsigned char
*samblock,unsigned char *recv)

Cos

static unsigned char pcbh=0;
unsigned char send[20],recv[32];
send[0]=0x00;
send[ 1]=pcb;

send[2]=0x05;
send[3]=0x00;
send[4]=0x84;
send[5]=0x00;
send[6]=0x00;
send[ 7]=0x08;

send[8]=0;

for(int i=0;i<8;i++)
send[8]=send[8]"*send[i];

I

st =rf_sam_trn(icdev,send,recv);

__int16__stdcall rf_sam_off(HANDLE icdev)

SAM
icdev

int st;

rf_init()
0

st=rf_sam off(icdev);
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1

MIFARE STANDARD 1K

e 1K EEPROM
° 16 4 16
°
° 32
°
° ( )
° 10
° 10
(] 100mm  ( )
° : 13.56 MHZ
o : 106kbit/s
o : <100 mg( )
° :-20 ~50
1. 1024*8 EEPROM 16
0 63 64

12345 6789 101112131415

o

W N P O W N P

4

(

0,

o

N o o~ WON P
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0 60
15 1 61
2 62
3 A B 15 63
0 0 0
Philips
X | X X X |01|0 1 0
[0 J1 [2 |3 |4 [5 |6 |7 [8 |9 JioJnmmJ12]13 [14 |15 |
3 16 ( 0
)
read,write,increment,decrement,restore,transfer 4
2. ( 3:
) A B( ), “o”
® 4
B 3 6
0 1 2 3 A
B
AOA1A2A3A4A5 FF 07 80 69 BOB1B2B3B4B5
A(6 ) 4 ) B(6 )
0 Cl0 C20 cC30
1 Cl1 C21 cC31
2 Cl2 C22 (32
3 C13 C23 (33
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KEY A KEY B
9 0x69
bit7 (6 5 4 3 2 1 0
6 |C23 b |C22b [C21 b |C20b |C13 b |C12 b |Cll b |Cl10 b
7 |C13 C12 C11 C10 C33 b |C32.b |C31 b |C30_b
8 |C33 C32 C31 C30 €23 C22 c21 C20
b
3 2 1 0
0 1 2
(X=0..2) 01 2
CiX | C2X | C3X | Read Write Increment | Decrement
transfer
restore
0 0 0 KeyA|B | KeyA|B KeyA|B KeyA|B
0 1 0 KeyA|B | Never Never Never
1 0 0 KeyA|B | KeyB Never Never
1 1 0 KeyA|B | KeyB KeyB KeyA|B
0 0 1 KeyA|B | Never Never KeyA|B
0 1 1 KeyB KeyB Never Never
1 0 1 KeyB Never Never Never
1 1 1 Never Never Never Never
KeyA|B A B Never
0 C10 C20 C30=100 A B
B
3 0 1 2
A B
C13 | C23 | C33 | Read | Write Read Write Read Write
0 0 0 | Never | KeyAlB | KeyA|B | Never KeyA|B | KeyA|B
0 1 0 | Never [ Never KeyA|B | Never KeyA|B | Never
1 0 0 | Never | KeyB KeyA|B | Never Never KeyB
1 1 0 | Never | Never KeyA|B | Never Never Never
0 0 1 | Never | KeyA|B | KeyA|B | KeyA|B | KeyA|B | KeyA|B
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0 1 1 | Never | KeyB KeyA|B | KeyB Never KeyB

1 0 1 Never | Never KeyA|B | KeyB Never Never
1 1 1 | Never | Never KeyA|B | Never Never Never
3 C13 C23 C33=100
A KEYB
KEYA  KEYB
B KEYB
ASIC
150
ASIC ASIC 106KB RF 8K  EEPROM
M1 LC
LC
2V

1. Request Standard/ALL:

2. Anticollision Loop:

3. Sdlect Card:
08h ATS
4, 3 PassAuthentication:
3
5. HALT: rf_halt () HALT
6. Memory Operations:
° .

rf_restore()
rf_truansfer()
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2 MIFARE UITRALIGHT

° 512 16 4

°

® 32

® 384

° 7

o (

o 100mm

° 13.56MHZ

° 106KB

o ;16  CRC, )

°

° 2

° 1000

° :<35 mg(

° :<10ms

UltraLight 512 16 4

0 1 2 3

0 SNO SN1 SN2 BCCO Serial Number
1 SN3 SN4 SN5 SN6 Serial Number
2 BCC1 LockO Lockl /Lock
3 0TPO 0TP1 0TP2 0TP3 0TP
4 Data0l Datal Data2 Data3 Data read/write
5 Datad Datab5 Data6 Data? Data read/write
6 Data8 Data9 Datal0 Datall Data read/write
7 Datal2 | Datal3 | Datal4 Datalb Data read/write
8 Datal6é | Datal?7 | Datal8 Datal9 Data read/write
9 Data20 | Data2l | Data22 Data23 Data read/write
10 Data24 | Data25 | Data26 Data27 Data read/write
11 Data28 | Data29 | Data30 Data3l Data read/write
12 Data32 | Data33 | Data34 Data35 Data read/write
13 Data36 | Data37 | Data38 Data39 Data read/write
14 Datad40 | Datad4l | Datad2 Data43 Data read/write
15 Datad44 | Datad45 | Datad6 Data4d7 Data read/write

BCCO=CT SNO SN1 SN2

1S0/1EC14443-3
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BCC1=SN3 SN4 SN5 SN6

2 2 LOCK BYTES, 2 3 3 15
LockO
L L L L L BL BL | BL
7 6 5 4 OTP | 1510 9-4 | OTP
Lockl
L L L L L L L L
15 |14 |13 |12 |11 10 9 8
Lx X
BLX Lx
block-locking(BLX)
BL15-10 1 L15 L10 LockO  Lockl
0
1 0
3 3 oTP 0
1 0
32
4 4 15 / 0
UltraLight IC
1
reset--->request--->anticoll--->select--->read  write--->halt
2
UltraLight Mifare One
4 UltraLight 7
rf_get snr UltraLight
€ UltraLight
¢ Rf read 16 4 page
16
¢ Rf write 16 4
€ UltraLight
L 4
1. REQA/Wake-Up: ready MifareLight Idle
REQA Ide Halt . WAKE-UP

2. ANTICOLLISION AND SELECT:

3 READ: 16
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14 14 15 0 1
4 WRITE: 2 3 oTP 4 15
4
5. HALT: Halt Idle
uiD
3 MIFARE STANDARD 4K
° 4K EEPROM, 40 32 4 8 16
16 ,

o
o
° 32
°
° 13.56MHZ
° :16 CRC, , ,
° :<100 mg( )
. (
° 100mm
° 10
° 100,000

Mifare 4KByte 40 31 4 0 3 32

39 16 256 0 255 0 0 0
32 0 1 2
3 B 8 0 14
15
AOA1A2A3A4A5 FF 07 80 69 BOB1B2B3B4B5
AGG ) @ ) B )

Ci10 C20 C30
1 C11 C21 C31
C12 C22 (C32
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3 C13 C23 (33
KEY A KEY B
9 0x69
bit7 |6 5 4 3 2 1 0
6 C23 b |C22b |C21 b |C20 b |C13 b (Cl2 b ([Cll b |C10 b
7 C13 C12 Cl1 C10 C33 b |C32 b [C31 b (C30b
8 C33 C32 C31 C30 C23 C22 c21 C20
b
3 2 1 0
0 1 2
(X=0..2) 01 2
C1X | C2X | C3X | Read Write Increment Decrement
transfer
restore
0 0 0 KeyA|B | KeyA|B KeyA|B KeyA|B
0 1 0 KeyA|B | Never Never Never
1 0 0 KeyA|B | KeyB Never Never
1 1 0 KeyA|B | KeyB KeyB KeyA|B
0 0 1 KeyA|B | Never Never KeyA|B
0 1 1 KeyB KeyB Never Never
1 0 1 KeyB Never Never Never
1 1 1 Never Never Never Never
KeyA|B A B Never
0 C10 C20 C30=100 A B
B
3 01 2
A B
C13 | C23 | C33 | Read Write Read Write Read Write
0 0 0 | Never | KeyAlB | KeyA|B | Never KeyA|B | KeyA|B
0 1 0 | Never [ Never KeyA|B | Never KeyA|B | Never
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1 0 0 | Never | KeyB KeyA|B | Never Never KeyB
1 1 0 | Never | Never KeyA|B | Never Never Never
0 0 1 | Never | KeyA|B | KeyA|B | KeyA|B | KeyA|B | KeyA|B
0 1 1 Never | KeyB KeyA|B | KeyB Never KeyB
1 0 1 Never | Never KeyA|B | KeyB Never Never
1 1 1 | Never | Never KeyA|B | Never Never Never
3 C13 €23 C33=100
A KEYB
KEYA  KEYB
B KEYB
ASIC
1S0
ASIC ASIC 106KB RF 8K  EEPROM
M1 LC
LC
2V
1) 16 15
rf_authentication_2( )
int sector=16,mode=0;
HANDLE icdev;
Unsigned data[17];
rf_authentication_2(icdev, mode, sector%16, sector* 4);
rf_read(icdev, sector* 4, data);
2 4
0123 (456 7 (891011 |12 13 14 15
Value Value b Value Addr | Addr_b | Addr | Addr_b
b

1. Request Standard/ALL:
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2. Anticollision Loop :
3. Sdlect Card:
08h ATS
4. PassAuthentication:
3
5. HALT: rf_halt () HALT
6. Memory Operations:
. 0
o
o
o
o
L :
rf_restore () rf_truansfer()
4 MIFARE LIGHT
MIFARE LIGHT 384
[ 384
® 16
® 128 192
o
[ 32
o 13.56MHZ
o 106K B
o
° 10cm
o
ML 384 12 4
0 1 2
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0 SerNr(0) SerNr(1) SerNr(2) SerNr(3)
Block O
1 SerNr(4) Size Code Type(0) Type(1)
2 Data(0) Data(1) Data(2) Data(3) Datal
3 Data(4) Data(5) Data(6) Data(7)
4 Value(0) Value(l) Value b(0) | Value b(1) val
ue
5 Value(0) Value(l) Value b(0) | Vaue b(1)
6 KeyA(0) KeyA(D) KeyA(2) KeyA(3) KevA
7 KeyA(4) KeyA(5) AC-A AC-A_b &
8 KeyB(0) KeyB(1) KeyB(2) KeyB(3) KevB
9 KeyB(4) KeyB(5) AC-B AC-B_b &
A Data(0) Data(1) Data(2) Data(3) Data
B Data(4) Data(5) Data(6) Data(7)
b
1) 01
2) 2 3 A B
3) 4 5
4 6 7 8 9 A 6 6
5 7 2 2
Bit 7
Bit 6
Bit5 Data2—Write—Enable
Bit 4 Data2—Read—Enable
Bit 3 Key+AC—Write—Enable
Bit 2 Value—Write—Enable
Bit 1 Datal—Write—Enable
Bit 0 Datal—Read—Enable
AC-A ff ©o11111117
Datal
Value
AC-A
Data2
6 4 8
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